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Identity Assurance Profiles: Data Attributes, UF Directory Affiliations, &
EduPerson Affiliations

This guide is designed for Registration Authorities (RAs). To perform the work of an RA, you
must have the UF_IDM_PROOFING_RA security role, which grants access to the Identity
Credential Proofing (ICP) application in myUFL. The following serves as an overview of the
data attributes, UF Directory Affiliations, and EduPerson Affiliations that are required for
each of UF’s Identity Assurance Profiles: Silver, Bronze, Basic, Self Asserted, and Guest.
For a complete coverage of RA-related content and skills, please see the following online
course: BRGG600 Identity Proofing.

/ Silver
J Qualifications

These minimal data attributes must be present in the 1dM Directory:

Business Name

Date of Birth

SSN or Passport (Country and Number)

Work mailing address (Non-Student)

Work phone number (Non-Student)

Business email address

Permanent or Local mailing address (Student)

An individual must have one or more of the following UF Directory and EduPerson
Affiliations.

UF Directory Affiliations EduPerson Affiliations
Faculty (192) Faculty ‘F’
Consultant-Faculty (221) Faculty ‘F’
TEAMS Employee (195) Staff ‘T’
USPS Employee (193) Staff ‘T’
Consultant-Staff (220) Staff ‘T’

UF Executive (205) Employee ‘E’
Clinical Faculty (219) Employee ‘E'
OPS Employee (194) Employee ‘E'
Direct Support Organization Employee ‘E'
Emp (213)

Athletic Association Employee Employee ‘E’
(217)

Foundation Employee (218) Employee ‘E'
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‘Shands Employee (209) Employee ‘E' ‘

Student (191) Student ‘S’
Not Registered Student (216) Student ‘S’

Board of Trustee (204) Member ‘M’
Courtesy Faculty (197) Member ‘M’
Emeritus (200) Member ‘M’

Departmental Associate (203) Member ‘M’

To grant a Silver Profile, a designated RA must meet with the individual in question and
review the following information on the Identity Credential Proofing screen:

Business Name

Date of Birth

Business email address

UFID

GLID

GLID Status

Gatorlink Password level (must be P4 or P5)

ID Type 1:
o Driving License
o Passport
0 Govt. Issued Picture ID

ID Type 2:

o Driving License
Passport
Govt. Issued Picture ID
Gatorl ID
Shands ID
Social Security Card
State ID
Birth Certificate

O O0OO0OO0OO0OO0OO

The RA proofing must also record the following information in addition to the identification
types used:

Proof Date/Time
Proof Comment
Proofed by UFID
Proofed by Business Name

A person who is Silver must have a strong password level for GatorLink. Level P4 or higher
as described in the GatorLink password policy is required.
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Bronze
Qualifications

These minimal data attributes must be present in the 1dM Directory:

Business Name

Date of Birth

SSN or Passport (Country and Number)

Work mailing address (Non-Student)

Work phone number (Non-Student)

Business email address

Permanent or Local mailing address (Student)

An individual must have one or more of the following UF Directory Affiliations and EduPerson
Affiliations:

UF Directory Affiliations EduPerson Affiliations
Faculty (192) Faculty ‘F
Consultant-Faculty (221) Faculty ‘F
TEAMS Employee (195) Staff ‘T’
USPS Employee (193) Staff ‘T’
Consultant-Staff (220) Staff ‘T’

UF Executive (205) Employee ‘E'
Clinical Faculty (219) Employee ‘E'
OPS Employee (194) Employee ‘E'
Direct Support Organization Emp Employee ‘E'
(213)

Athletic Association Employee (217) |Employee ‘E’
Foundation Employee (218) Employee ‘E’
Shands Employee (209) Employee ‘E'
Student (191) Student ‘S’
Not Registered Student (216) Student ‘S’
DCE Student (214) Student ‘S’
Newly Admitted Applicant (224) Student ‘S’
Departmental Associate (203) Member ‘M’
Continuing Education Student (237) |Member ‘M’
Board of Trustee (204) Member ‘M’
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Courtesy Faculty (197) Member ‘M’
Emeritus (200) Member ‘M’
Campus Resident (210) Affiliate ‘L’
Student Applicant (190) Affiliate ‘L’

NOTE: Gatorlink passwords for Bronze must comply with GatorLink level P2 requirements

or higher.

Basic
Qualifications

These minimal data attributes must be present in the 1dM Directory:

e Business Name
e Date of Birth
e Business email address

An individual must have one or more of the following UF Directory Affiliations and EduPerson

Affiliations:
UF Affiliations EduPerson Affiliations
Faculty (192) Faculty ‘F’
Consultant-Faculty (221) Faculty ‘F’
TEAMS Employee (195) Staff ‘T’
USPS Employee (193) Staff ‘T’
Consultant-Staff (220) Staff ‘T’
UF Executive (205) Employee ‘E'
Clinical Faculty (219) Employee ‘E'
OPS Employee (194) Employee ‘E
Direct Support Organization Emp Employee ‘E'
(213)
Athletic Association Employee Employee ‘E’
(217)
Foundation Employee (218) Employee ‘E'
Shands Employee (209) Employee ‘E'
Recent Employee (236) Employee ‘E'
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These minimal data attributes must be present in the 1dM Directory:

Student (191) Student ‘S’
Not Registered Student (216) Student ‘S’
DCE Student (214) Student ‘'S’
Newly Admitted Applicant (224) Student ‘S’
Board of Trustee (204) Member ‘M’
Courtesy Faculty (197) Member ‘M’
Emeritus (200) Member ‘M’
Departmental Associate (203) Member ‘M’
Continuing Education Student (237) |Member ‘M’
Vendor (198) Member ‘M’
Campus Resident (210) Affiliate ‘L’
Student Applicant (190) Affiliate ‘L’
Former Student Subscription (249) |Affiliate ‘L’
Library Patron (207) Affiliate ‘L’
Library Workstation User (245) Affiliate ‘L’
Recent Attendee (222) Affiliate ‘L’
Former Student Subscription (249) |Affiliate ‘L’
Library Guest (252) Affiliate ‘L’

Self-Asserted
Qualifications

Business Name
Date of Birth
Business email address

An individual must have the following UF Directory Affiliation and EduPerson Affiliation:

A\

UF Affiliation

EduPerson Affiliation

Self Service User (244)

Contact ‘P’

f\‘-h

N

4

Guest
Qualifications

These minimal data attributes must be present in the 1dM Directory:

Updated M

arch 14, 2012

Page 5
Training and Organizational Development - Human Resources
University of Florida, Gainesville, FL 32611



I ns t ru Ctl on G u | d e U Training & Organizational

Development
Human Resources

UNIVERSITY of FLORIDA

Business Name

Date of Birth

Business email address
GLAM account type equal ‘G’

UF Directory Affiliations and EduPerson Affiliations do not apply.
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